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Staff Summary
Everyone working or acting on behalf of Yorkshire Ambulance Service NHS Trust,
including all permanent and temporary staff, contractors, students and researchers
have an individual responsibility to maintain the security of personal confidential
information.
Everyone must comply with the EU General Data Protection Regulations (GDPR) and
Data Protection Act 2018, Common Law Duty of Confidentiality, Caldicott Principles
and Confidentiality: NHS Code of Practice.
Information about individuals must be collected and used fairly, stored safely and
securely and not disclosed to any third party unlawfully, in order to comply with the
GDPR and Data Protection Act 2018.
The Trust’s Legal Services Department oversee all disclosures of patient identifiable
data and subject access requests for staff identifiable data, health and non-health
records.
All subject access requests must be directed to the Legal Services Department. On no
account should a member of staff try to handle a request themselves.
Patients generally have the right to object to the use and disclosure of confidential
information that identifies them, and need to be made aware of this right.
The Trust will ensure that patients are informed if their decisions about disclosure have
implications for the provision of care or treatment.
All members of staff handling confidential patient and staff information, whether paper
based or digital (computerised) must adhere to the safe haven principles in the
handling, storage and transfer of information (see Appendix D).
Information Asset Owners must ensure that a Privacy Impact Assessment is
undertaken in all instances where a new project or initiative will use personal data or
special categories of data (see Appendix E).
Failure to comply with the requirements of the GDPR and Data Protection Act 2018 and
Common Law Duty of Confidentiality may result in Yorkshire Ambulance Service NHS
Trust facing prosecution, including enforcement action, a financial penalty and
disciplinary action being taken against individuals by Yorkshire Ambulance Service
NHS Trust and the relevant Professional body (where applicable).
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1.0

Introduction

1.1

From 25 May 2018 the Data Protection Act 1998 has been replaced by the
EU General Data Protection Regulations (GDPR) 2016 and the Data
Protection Act (DPA) 2018. Yorkshire Ambulance Service NHS Trust (the
Trust) is committed to protecting the rights and privacy of individuals (this
includes patients, staff and others) in accordance with this new EU General
Data Protection Regulations (GDPR) and Data Protection Act 2018 to which
it is subject as a data controller and processor of personal data and special
categories of data.

1.2

The Trust has a requirement to process personal data and special
categories of data about its staff, its patients and other individuals for
legitimate reasons in the discharge of its everyday business, for example in
the provision of healthcare, to recruit and pay staff, to monitor performance
and comply with legal obligations. Information about individuals must be
collected and used fairly, stored safely and securely and not disclosed to
any third party unlawfully, in order to comply with the GDPR and Data
Protection Act.

1.3

All staff additionally have a duty of confidentiality to patients under common
law and also statute law which impose legal obligations regarding
confidentiality of patient identifiable data. NHS organisations are required to
comply with the Caldicott Principles (see Appendix A), Confidentiality: NHS
Code of Practice and additional guidance issued by the Department of
Health, Information Governance Alliance and other professional bodies.

2.0

Purpose/Scope

2.1

The purpose of this policy and associated procedures is to support staff by
describing the Trust’s commitment to, and principles for, ensuring that
personal data and special categories of data are processed in a lawful and
appropriate manner.

2.2

The scope of this policy and associated procedures cover the processing of
personal data and special categories of data relating to:
 Patient/client/service user information
 Staff information
 Personal information relating to others

2.3

The policy and associated procedures apply to everyone working or acting on
behalf of Yorkshire Ambulance Service NHS Trust including all permanent and
temporary staff, contractors, students and researchers. Any individual who has
authorised access to personal data and special categories of data will be
expected to have read and to comply with this policy in addition to having
signed up to binding clauses relating to confidentiality and data protection
within an appropriate contract (or on occasions a confidentiality agreement)
with Yorkshire Ambulance Service NHS Trust. It is the responsibility of
Information Asset Owners to ensure a suitable contract (or agreement) is in
place.

2.4

Failure to comply with the requirements of the GDPR and Data Protection Act
6

2018 and common law duty of confidentiality may result in Yorkshire
Ambulance Service NHS Trust facing prosecution, including enforcement
action, a financial penalty and disciplinary action being taken against
individuals by Yorkshire Ambulance Service NHS Trust and the relevant
Professional body (where applicable).
3.0

Policy Statements

3.1

Data Protection Principles

3.1.1

All processing of personal data and special categories of data undertaken by
the Trust must comply with the following six principles:
a) processed lawfully, fairly and in a transparent manner in relation to

individuals;
•

The Trust will ensure that all personal data processing complies with
at least one of the GDPR’s Article 6 - Lawfulness of processing
conditions (see section 3.2.1 for more information) and in the case of
special categories of data additionally with one of the Article 9 –
Processing of special categories of personal data conditions (see
section 3.2.1 for more information). The most common Article 6
condition for the Trust’s processing of patient information for health
care purposes is that it is required for its public task (Art. 6(1)(e)) and
in relation to the special categories of data the relevant condition will
be that the processing is necessary for the provision of health and
social care (Art. 9(2)(h)) Processing patient information under these
conditions does not rely on the consent of the patient. The Trust will
make reasonable efforts to ensure that data subjects are informed of
the identity of the data controller, the purpose(s) of the processing,
any disclosures to third parties that are envisaged and an indication of
the period for which personal data will be kept.

b) collected for specified, explicit and legitimate purposes and not further

processed in a manner that is incompatible with those purposes;
further processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes shall
not be considered to be incompatible with the initial purposes;
•

The Trust will maintain a Record of Processing Activity (ROPA) that
will detail all of the purposes for which it processes personal data. If
the reasons for processing this information are changed, the record
will be updated and relevant data subjects will be informed.

c) adequate, relevant and limited to what is necessary in relation to the

purposes for which they are processed;
•

Personal data is collected for specific purposes. The Trust will ensure
that the personal data it collects is not excessive in relation to those
7

purposes and that it is adequate and relevant enough to carry out the
required function. If data is provided or obtained which is excessive for
the purpose, it will be immediately deleted or destroyed.
d) accurate and, where necessary, kept up to date; every reasonable step

must be taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or
rectified without delay;
•

Where the Trust obtains information either directly from the data
subject or via a third party, it will ensure the accuracy of the data. If the
data subject informs the Trust of a (factual) inaccuracy, the data will
be amended to reflect this, if this is agreed. Exceptionally a note will
be appended to the record to indicate that the data subject does not
agree that the data held is accurate.

e) kept in a form which permits identification of data subjects for no

longer than is necessary for the purposes for which the personal data
are processed; personal data may be stored for longer periods insofar
as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or
statistical purposes subject to implementation of the appropriate
technical and organisational measures required by the GDPR in order
to safeguard the rights and freedoms of individuals;
•

The Trust will not retain information for longer than it is required to fulfil
the purposes for which it is collected. The Trust’s retention schedule
(within the Records Management Policy) and identified within the
Record of Processing Activity will be used to ensure that it complies
with this principle.

f) processed in a manner that ensures appropriate security of the

personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures.
•

All information relating to patients and staff must be kept secure at all
times. Taking into account the state of the art, the costs of
implementation and the nature, scope, context and purposes of
processing as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons, the Trust and its processors
has ensured there are adequate procedures in place to protect against
unauthorised processing of information and against accidental loss,
destruction and damage to this information. Please refer to the Trust’s
ICT Security Policy and Associated Procedures, Email Policy, Internet
Policy and Procedure and Records Management Policy for further
information.
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•

All staff and personnel working for or on behalf of the Trust, including
agency staff and contractors have an individual responsibility to
maintain the security of personal information.

3.2

Legal bases for processing under the GDPR

3.2.1

The chart below describes the various legal bases for processing personal data
under the GDPR that the Trust may rely upon for its various processing
activities. It also includes links to the specific recitals and articles in the law that
correlate to the bases.

Consent

Rec.32, 42, 43; Art.6(1)(a) Processing is permitted if the data
subject has consented to the processing.

Contractual necessity

Rec.44; Art.6(1)(b) Processing is permitted if it is necessary
for the entry into, or performance of, a contract with the data
subject or in order to take steps at his or her request prior to
the entry into a contract.

Compliance with legal
obligations

Rec.45; Art.6(1)(c), 6(3) Processing is permitted if it is
necessary for compliance with a legal obligation under EU
law or the laws of a Member State.

Vital interests

Rec.46; Art.6(1)(d) Processing is permitted if it is necessary
in order to protect the vital interests of the data subject or of
another natural person.

Public interest

Rec.45; Art.6(1)(e) Processing is permitted if it is necessary
for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller.

Legitimate interests

Rec.47, 48; Art.6(1)(f) Processing is permitted if it is
necessary for the purposes of legitimate interests pursued by
the controller (or by a third party), except where the
controller's interests are overridden by the interests,
9

fundamental rights or freedoms of the affected data subjects
which require protection, particularly where the data subject
is a child. This does not apply to processing carried out by
public authorities in the performance of their duties.

Additional powers for
Member States

Rec.40; Art.6(2) Member States may introduce additional
lawful bases in relation to processing carried out for the
purposes of complying with legal obligations (see Art.6(1)(c)
above) or performing tasks in the public interest (see
Art.6(1)(e) above).

Data relating to criminal Art.10, 23(1)(j) Personal data relating to criminal convictions
offences and civil law and offences or related security measures may only be
enforcement
processed:
•
•

under the control of an official authority; or
when permitted under EU or member state law.

Any comprehensive register of criminal convictions may be
kept only under the control of official authority.
Member States may impose restrictions on the processing of
personal data for the purposes of enforcing civil law claims.

Processing Special
Categories of Data

Rec.51-56; Art.9 The processing of Special Categories of
Data is prohibited, unless:
•
•
•
•

•
•

Art.9(2)(a) The data subject has given explicit consent.
Art.9(2)(b) The processing is necessary in the context of
employment law, or laws relating to social security and
social protection.
Art.9(2)(c) The processing is necessary to protect vital
interests of the data subject (or another person) here the
data subject is incapable of giving consent.
Art.9(2)(d) The processing is carried out in the course of
the legitimate activities of a charity or not-for-profit body,
with respect to its own members, former members, or
persons with whom it has regular contact in connection
with its purposes.
Art.9(2)(e) The processing relates to personal data which
have been manifestly made public by the data subject.
Art.9(2)(f) The processing is necessary for the
10

•

•

•
•

•

Processing for new
purposes

establishment, exercise or defence of legal claims, or for
courts acting in their judicial capacity.
Art.9(2)(g) The processing is necessary for reasons of
substantial public interest, and occurs on the basis of a
law that is, inter alia, proportionate to the aim pursued
and protects the rights of data subjects.
Art.9(2)(h) The processing is required for the purpose of
medical treatment undertaken by health
professionals, including assessing the working capacity of
employees and the management of health or social care
systems and services.
Art.9(2)(i) The processing is necessary for reasons of
public interest in the area of public health(e.g., ensuring
the safety of medicinal products).
Art.9(2)(j) The processing is necessary for archiving
purposes in the public interest, for historical, scientific,
research or statistical purposes, subject to appropriate
safeguards.
Art.9(4) Member states may maintain or introduce further
conditions, including limitations with regard to genetic
data, biometric data or health data.

Where personal data are to be processed for a new
purpose, the controller must consider whether the new
purpose is "compatible" with the original purpose taking into
account the following factors:
•
•
•
•
•

any link between the original purpose and the new
purpose;
the context in which the data have been collected,
including the controller's relationship with the data
subjects;
the nature of the personal data, in particular, whether
Sensitive Personal Data are affected;
the possible consequences of the new purpose of
processing for data subjects; and
the existence of appropriate safeguards (e.g., encryption
or pseudonymisation).

3.3

Record of Processing Activity (ROPA)

3.3.1

As a data controller of personal data, the Trust needs to maintain a record of
the following:
•

The Trust’s name and contact details.

•

The name and contact details of the Data Protection Officer – a person
designated to assist with GDPR compliance under Article 37.
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•

The name and contact details of any joint controllers – any other
organisations that decide jointly with the Trust why and how personal data is
processed.

•

The purposes of the processing – why the Trust uses personal data, e.g.
direct health care, patient transport provision, recruitment.

•

The categories of individuals – the different types of people whose personal
data is processed, e.g. employees, patients, Trust members.

•

The categories of personal data the Trust processes – the different types of
information the Trust processes about people, e.g. health data, contact
details, financial information.

•

The categories of recipients of personal data – anyone the Trust shares
personal data with, e.g. NHS organisations, suppliers, credit reference
agencies, government departments.

•

If applicable, the name of any third countries or international organisations
that the Trust transfers personal data to – any country or organisation outside
the EU.

•

The safeguards in place for exceptional transfers of personal data to third
countries or international organisations. An exceptional transfer is a nonrepetitive transfer of a small number of people’s personal data, which is
based on a compelling business need, as referred to in the second
paragraph of Article 49(1) of the GDPR.

•

The retention schedules for the different categories of personal data – how
long you will keep the data for.

•

A general description of your technical and organisational security measures
– your safeguards for protecting personal data, e.g. encryption, access
controls, training.

3.3.2

The Trust is required to make the ROPA available to the ICO, as the
supervisory authority, on request so that it can demonstrate compliance with
its obligations under GDPR.

3.3.3

Failure to ensure that all processing of personal data is reflected within the
Trust’s ROPA constitutes an offence under the GDPR and Data Protection Act
2018 and may result in the Trust and/or individual staff facing prosecution.

3.4

Data Subject Rights

3.4.1

Data subjects (patients, staff and others) have the following rights regarding
data processing and the personal data that are recorded about them by the
Trust:
1. The right to be informed;
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2. The right of access;
3. The right to rectification;
4. The right to erasure;
5. The right to restrict processing;
6. The right to data portability;
7. The right to object; and
8. Rights in relation to automated decision making and profiling.
3.4.2

For processing to be lawful under the GDPR, the Trust must identify a lawful
basis before it can process personal data. It is important that the Trust
determines the lawful basis for processing personal data because this has an
effect on the data subjects’ rights. For instance, if the Trust rely on someone’s
consent to process their data, then they will generally have stronger rights to
have their data deleted. Each of these rights are explained in further detail and
how they impact on the Trust in the following sections.

3.4.3

The Trust will ensure that requests made by data subjects in relation to their
rights regarding data processing are handled in accordance with the GDPR and
Data Protection Act 2018 and Information Commissioners GDPR and Data
Protection Act 2018 Legal Guidance. Process flow charts for handling data
subject notices under the GDPR and Data Protection Act 2018, are detailed in
Appendix G of this Policy.

3.5

Right to be Informed

3.5.1

The Trust will provide ‘fair processing information’, typically through a privacy
notice published on the Trust’s website, which provides transparency about
how the Trust collect and use personal data. The information the Trust supplies
in the privacy notice must be:
•

Concise, transparent, intelligible and easily accessible;

•

Written in clear and plain language, particularly if addressed to a child;
and

•

Free of charge.

3.5.2

If the Trust obtains the personal data directly from a data subject it must supply
the privacy notice at the time that the data is collected.

3.5.3

If the Trust obtains the personal data from another source it must provide the
data subject with the privacy notice within a reasonable period of having
obtained the personal data (typically, within one month), or if the Trust is using
the personal data to communicate with the data subject, at the latest, when the
first communication takes place.
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The Trust’s privacy notices contain the following information:

3.5.4
•

The identity and contact details of the data controller (and where applicable,
the controller’s representative) and the Data Protection Officer;

•

The purpose and the lawful basis for the processing;

•

The legitimate interests of the data controller or third party, where applicable;

•

The categories of personal data being processed (only if the personal data is
not obtained directly from the data subject);

•

Any recipient or categories of recipients of the personal data;

•

Details of transfers to a third country and the safeguards in place;

•

The retention period or criteria used to determine the retention period of the
personal data;

•

The existence the data subject’s rights;

•

The right to withdraw consent at any time, if that is the lawful basis for the
processing;

•

The right to lodge a complaint with the Information Commissioner’s Office
(ICO);

•

The source the personal data originates from and whether it came from
publicly accessible sources (only if the personal data is not obtained directly
from the data subject);

•

Whether the provision of the personal data is a statutory or contractual
requirement or obligation and the possible consequences of failing to provide
the personal data; and

•

The existence of automated decision making, including profiling and
information about how decisions are made, and the significance and the
consequences of such automated decision making.

3.6

Right of Subject Access

3.6.1

Data subjects (patients, staff and others) are entitled to a copy of personal
information held about them providing that the information falls within the remit
of the GDPR and Data Protection Act 2018. All subject access requests must
be directed to the Legal Services Department
SubjectAccessRequests@yas.nhs.uk . On no account should a member of
staff try to handle a request themselves.

3.6.2

The Trust must be able confirm that personal data is being processed and
provide access to the personal data on request from a data subject. The
GDPR allows data subjects to access their personal data so that they are
aware of and can verify the lawfulness of the processing.
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3.6.3

The Trust must be able to verify the identity of the person making the access
request, using ‘reasonable means’ and it must provide a copy of the
information free of charge. However, the Trust can charge a ‘reasonable fee’
when a request is manifestly unfounded or excessive, particularly if it is
repetitive (it can also refuse to respond to an access request under these
circumstances). The Trust may also charge a reasonable fee to comply with
requests for further copies of the same information. This does not mean that it
can charge for all subsequent access requests. Any fee charged must be
based on the administrative cost of providing the information.

3.6.4

Any individual who wishes to exercise the right of subject access should apply
in writing to the Legal Services Department. Any such request must be
complied with promptly and in any event within one month of receipt of the
written request and, where appropriate, the fee. This period may be extended
by two further months where necessary, taking into account the complexity
and number of requests. The Trust must inform the subject of any such
extension within one month of receipt of the request, together with a reason for
the delay.

3.6.5

For more information please refer to the Procedure for Handling Disclosure
Requests under the GDPR and Data Protection Act (2018) within Appendix F
of this Policy.

3.7

The Right to Rectification

3.7.1

Data subjects are entitled to have personal data rectified if it is inaccurate or
incomplete. If the Trust has passed the personal data to third parties, it must
inform the third parties of the rectification where possible. The Trust must also
tell the data subjects about the third parties and what personal information it
has passed to them.

3.7.2

The Trust must respond within one month to a data rectification request, but
this can be extended by two months when the request for rectification is
complex.

3.8

The Right to Erasure

3.8.1

Also known as ‘the right to be forgotten’, data subjects can request the deletion
or removal of personal data where there is no compelling reason for its
continued processing.

3.8.2

Data subjects do not have an absolute ‘right to be forgotten’ but the Trust must
erase personal data and prevent processing in specific circumstances:
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•
•
•
•
•
•

3.8.3

When the personal data is no longer necessary in relation to the purpose for
which it was originally collected/processed;
When the individual withdraws consent and the Trust’s lawful basis for
processing relies on the data subject’s consent;
When the individual objects to the processing and there is no overriding
legitimate interest for continuing the processing;
The personal data was unlawfully processed (in breach of some other
aspect of the GDPR);
The personal data has to be erased in order to comply with a legal
obligation; or
The personal data is processed in relation to the offer of information society
services to a child.

The Trust can refuse to comply with a request for erasure when the personal
data is processed for the following reasons:
•
•
•
•
•

To exercise the right of freedom of expression and information;
To comply with a legal obligation or for the performance of a public interest
task or exercise of official authority;
For public health purposes in the public interest;
Archiving purposes in the public interest, scientific research, historical
research or statistical purposes; or
The exercise or defence of legal claims.

3.9

Right to Restrict Processing

3.9.1

A data subject may require the Trust to stop processing their personal data
when:
•
•

•
•

the data subject contests the accuracy of the personal data;
the Trust is processing the personal data for the performance of a public
interest task or for the purpose of legitimate interests and it is considering
whether the Trust’s legitimate grounds override those of the data subject;
processing is unlawful and the data subject does not require the personal
data erased but requests restriction instead;
the Trust no longer need the personal data but the data subject requires the
personal data to establish, exercise or defend a legal claim.

3.9.2

When processing is restricted, the Trust is permitted to store the personal data,
but it must not process it. The Trust can retain just enough information about
the data subject to ensure that the data processing restriction is respected in
future.

3.9.3

If the Trust has disclosed the personal data in question to third parties, it must
16

inform them about the restriction on the processing of the personal data, unless
it is impossible to do so.
3.10

Right to Data Portability

3.10.1 The right to data portability only applies:

•
•
•

to personal data which a data subject has provided to the Trust;
where the processing is based on the data subject’s consent or for the
performance of a contract;
when processing is carried out by automated means.

3.10.2 If any of these conditions apply then the Trust must provide the personal data in

a structured, commonly used and machine readable form such as CSV or XML
files. This enables other organisations to easily use the data. The Trust may be
required to transmit the data directly to another organisation if this is technically
feasible.

3.10.3 The Trust must respond within one month and it may not charge for providing

the personal data. If it is unable to supply the personal data because the
request is complex or the Trust receives many requests from the data subject
then it must inform the data subject of this within one month and can extend the
time to comply with the request by a further two months.

3.11

Right to Object

3.11.1 Data subjects must be informed of their right to object “at the point of first

communication” and in the Trust’s privacy notice. This information must be
“explicitly brought to the attention of the data subject and shall be presented
clearly and separately from any other information” and it must offer an online
way for data subjects to object to the processing of their personal data.

3.11.2 If the Trust processes personal data for the performance of a legal task or

under its legitimate interests then data subjects can object to the processing of
their personal data only on “grounds relating to his or her particular situation”.
Once the Trust receives an objection it must stop processing the personal data
unless it can demonstrate compelling legitimate grounds for the processing,
which override the interests, rights and freedoms of the individual or the
processing is for the establishment, exercise or defence of legal claims.

3.11.3 If the Trust processes personal data for direct marketing purposes then it must

stop processing personal data for direct marketing purposes as soon as it
receives an objection and it cannot refuse to do this. Objections about direct
marketing must be dealt with at any time and the Trust may not charge for this.

3.11.4 If the Trust processes personal data for research purposes then data subjects
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can object to the processing of their personal data only on “grounds relating to
his or her particular situation”. The Trust does not need to take note of an
objection if it is conducting research which is necessary for the performance of
its public task.
3.12

Rights in Relation to Automated Decision Making and Profiling

3.12.1 The Trust should continually monitor and identify whether any of its processing

operations constitute automated decision making or profiling and consider
whether it needs to update the Trust’s procedures to deal with the requirements
of the GDPR.

3.12.2 Decisions about data subjects must not be taken by automated means if the

decision would produce a legal effect or similar significant effect. However, the
Trust can use automated decision making if the decision is necessary for
entering into or for the performance of a contract with the data subject; if the
decision is authorised by law, or if the data subject provides explicit consent. If
the Trust does use automated decision making in these cases then it must
provide data subjects with access to human intervention, with the ability to
provide their point of view and with an explanation of the decision and how it
can be challenged.

3.12.3 Profiling is any form of automated processing which evaluates certain personal

aspects of an individual, in particular to analyse or predict their:

•
•
•
•
•
•
•
•

performance at work;
economic situation;
health;
personal preferences;
reliability;
behaviour;
location;
movements.

3.12.4 If the Trust uses automated profiling it must:

•

•
•
•

Ensure processing is fair and transparent by providing meaningful
information about the logic involved, as well as the significance and the
likely consequences.
Use appropriate mathematical or statistical procedures for the profiling.
Implement technical and organisational measures to enable inaccuracies to
be corrected and to minimise the risk of errors.
Secure personal data so that the interests and rights of data subjects are
not compromised.
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3.12.5 The Trust must not automate decisions about children, or automate decisions

about any data subjects based on the processing of the special categories of
data unless it has explicit consent from the data subject or if the processing is
being carried out for reasons of substantial public interest.

3.13

Application of the Data Subject Rights

3.13.1 The availability of rights for data subjects largely depends on the Trust’s legal
basis for processing. The table below summarises when rights are available.
Legal Basis
Consent
Contract
Legal Obligation
Vital Interest
Public task
Legitimate
Interests

3.14

Object

Erasure

X
(but can withdraw
consent)
X
X
X





X

X


Right to:
Automated decision
making
X
(but can withdraw
consent)
X
X
X



Rectification

Portability












X
X
X
X

Refusal of Data Subject Rights

3.14.1 If the Trust decides not to carry out a request for data access, rectification or

data portability, it must provide an explanation to the data subject and inform
them of their right to complain to the ICO and to a judicial remedy.

3.15

Data Protection Complaints and/or Enquiries

3.15.1 Complaints about the Trust’s Data Protection procedures and appeals against

decisions not to supply exempt information will be dealt with by the Data
Protection Officer, who will deal with the complaint in accordance with the
Trust’s Complaints Policy.

3.15.2 General enquiries about the GDPR or Data Protection Act will be dealt with

through the Information Governance Manager who will provide advice to the
relevant department of the Trust in support of the resolution of the enquiry.

3.16

Consent and Fair Processing

3.16.1 Patients generally have the right to object to the use and disclosure of

confidential information that identifies them, and need to be made aware of
this right. Sometimes, if patients choose to prohibit information being disclosed
to other health professionals involved in providing care, it might mean that the
care that can be provided is limited and, in extremely rare circumstances, that
it is not possible to offer certain treatment options.

3.16.2 Under GDPR Ambulance Trusts are classified as public authorities and

therefore the use of the ‘legitimate interests’ justification is not possible in terms
of the Trust’s core activities (public tasks). It may be possible to use legitimate
interests for processing that is undertaken outside of the Trust’s public task.
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3.16.3 The Trust will ensure that patients are informed if their decisions about

disclosure have implications for the provision of care or treatment. Clinicians
cannot usually treat patients safely, nor provide continuity of care, without
having relevant information about a patient’s condition and medical history.

3.16.4 Public authorities should not use consent as the legal basis of processing

personal data for their core activities due to the imbalance in the relationship
between the controller and data subject. In these cases it is unlikely that
consent could be deemed to be freely given. Therefore, the Trust will clearly
identify alternative legal justifications for processing, in accordance with Article
6 of the GDPR, which would normally be ‘official authority vested in the
controller’ or ‘contract’, in these cases the official authority or relevant part of
the contract will be identified.

3.16.5 Consent is defined as “any freely given, specific, informed and unambiguous

indication of the data subject’s wishes by which he or she by statement or
other clear affirmative action, signifies agreement to the processing of
personal data relating to him or her”. The GDPR clarifies that silence, preticked boxes or inactivity does not constitute consent.

3.16.6 Where patients have been informed of:
a) the use and disclosure of their information associated with their

healthcare; and

b) the choices that they have and the implications of choosing to limit how

information may be used or shared;

then consent is not the appropriate legal basis for information disclosures
needed to provide that healthcare.
3.16.7 Where the purpose is not directly concerned with the healthcare of a patient

however, consent may be the appropriate condition for processing. The Trust
will ensure that additional efforts to gain consent that is informed and freely
given are made and any consent is recorded or that alternative approaches
that do not rely on identifiable information are developed.

3.16.8 In the situations where consent for the use or disclosure of patient identifiable

information is not the appropriate legal basis, and where the public good of
this use outweighs issues of privacy and the Common Law Duty of
Confidentiality. Section 251 of the NHS Act 2006 provides a statutory power
to ensure that NHS patient identifiable information needed to support
essential NHS activity can be used without the consent of patients. Under
these scenarios the appropriate conditions for processing will be either Article
6(1)(c) – Processing is necessary for compliance with a legal obligation, or
Article 6(1)(e) – Processing is necessary for the performance of the public
task. The Health Research Authority receive and may approve applications
under Section 251 of the NHS Act 2006.

3.16.9 Seeking the consent of patients, where this is the appropriate legal basis, may

be difficult due to illness, disabilities or circumstances that may prevent them
from comprehending the likely uses of their information. The Mental Capacity
Act (2005) is intended to protect people who lack the capacity to make their
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own decisions. The Act allows the person, while they are still able, to appoint
someone (for example a trusted relative or friend) to make decisions on their
behalf, in their best interest, for their health and personal welfare, not just
financial matters, once they lose the ability to do so. The Mental Capacity Act
(2005) introduces a Code of Practice for healthcare workers who support
people who have lost the capacity to make their own decisions. The Trust will
ensure it complies with the Code of Practice in relation to patients who lack
capacity and where consent is used as the condition for processing.
3.16.10 In order to promote a healthcare service which is open and transparent about

how patient information is used and processed the Trust will ensure
information is made available to patients about how their information will be
collected, stored, used and shared with partner organisations for the provision
of continued healthcare.

3.16.11 The Trust will notify staff of the reasons why their information is required, how

it will be used and to whom it may be disclosed. In most instances the legal
basis to process personal and sensitive data will not be consent but is more
likely to be Article 6(1)(b) – Processing is necessary in the performance of a
contract, Article 6(1)(c) – Processing is necessary for compliance with a legal
obligation, or Article 6(1)(e) – Processing is necessary for the performance of
the public task. Whichever is the appropriate condition for a particle
processing activity this will be clearly identified in the Trust’s ROPA. Forms
(whether paper-based or web-based) that gather personal data relating to a
staff member must contain a statement explaining what the information is to
be used for and to whom it may be disclosed.

3.16.12 All staff should be aware that the Trust publishes a number of items that

include personal data and will continue to do so. These personal data are:

•
•
•
•
•
•
•

Names of all members of Trust committees (including the Board, charities,
Committee and Audit Committee)
Names, job titles and academic and/or professional qualifications of
members of staff
Awards and honours
Staff qualifications, long service awards, etc
Videos or other multimedia versions of training exercises and ceremonies
Information in staff magazines (including photographs), annual reports,
staff newsletters, etc
Staff information on the Trust intranet (including photographs)

3.16.13 It is recognised that there might be occasions when a member of staff

requests that their personal details in some of these categories remain
confidential or are restricted to internal access. All individuals will be offered
an opportunity to opt-out of the publication of the above (and other) data. In
such instances, the Trust will comply with the request and ensure that
appropriate action is taken.

3.16.14 It is particularly important to obtain consent if a staff members data is to be

published on the internet as such data is then in the public domain.

3.17

Disclosure of personal data and special categories of data without
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Consent
3.17.1 A number of Acts of Parliament govern the disclosure/sharing of personal data

and special categories of data. Some make it a legal requirement to disclose
whilst others state when information cannot be disclosed. The Confidentiality:
NHS Code of Practice (2003) gives clear guidance on disclosure of patient
identifiable information.

3.17.2 Legislation to restrict disclosure:

•
•
•
•

Human Fertilisation and Embryology (Disclosure of Information) Act 1992
Venereal Diseases Act 1917 and Venereal Diseases Regulations of 1974
and 1992
Abortion Act 1967
The Adoption Act 1976

3.17.3 Legislation requiring disclosure:

•

•
•
•

Public Health (Control of Diseases) Act 1984 & Public Health (Infectious
Diseases) Regulations 1985
Education Act 1944 (for immunizations and vaccinations to NHS Trusts
from schools)
Births and Deaths Act 1984
Police and Criminal Evidence Act 1984

3.17.4 There are only three exceptional circumstances that disclosure without

consent in a patient with capacity may be justified. These are where:
• Statute law requires,
• There is a court order,
• Disclosure may be necessary in the public interest where a failure to
disclose information may expose others to risk of death or serious
harm.

3.17.5 The courts, including coroner’s courts, some Tribunals and persons appointed

to hold inquiries have legal powers to require disclosure of information that
may be relevant to matters within their jurisdiction. This does not require the
consent of the patient, whose records are to be disclosed. Such disclosures
must be strictly in accordance with the terms of a court order and should only
provide the required information to the bodies specified in the order.

3.17.6 Disclosures in the public interest may be necessary to prevent serious crime or

risk of significant harm. Public interest is described as exceptional
circumstances that justify overruling the right of an individual to confidentiality
in order to serve a broader societal interest. Decisions about the public interest
are complex and must take account of both the potential harm that disclosure
may cause and the interest of society in the continued provision of confidential
health services.

3.17.7 Serious crime can be defined as cases involving murder, manslaughter, rape,

treason, kidnapping and child abuse and may all warrant disclosure of
confidential information in the public interest. Significant harm to the security of
the State or public order also fall within this category. In contrast, theft, fraud or
damage to property where loss or damage is less substantial would generally
not warrant breach of confidence.
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3.17.8 The Trust will observe and adhere to all legislation relating to the disclosure of

personal data and special categories of data. Any disclosure of information
should be proportionate and limited to relevant details following the Caldicott
Principles. Each case must be considered on its own merits.

3.17.9 The Trust’s Legal Services Department oversee all disclosures of patient

identifiable data and subject access requests for staff identifiable data, health
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3.18

Information Sharing Protocols

3.18.1 The Trust is currently a signatory to a number of regional information sharing

protocols which provide the basis for facilitating the lawful exchange of
personal data and special categories of data between health and partner
organisations. Information sharing protocols and agreements do not in
themselves make the exchange of personal data and special categories of
data lawful.

3.18.2 When sharing personal information the Trust will ensure that the Principles of

the GDPR and Data Protection Act 2018, the Caldicott Principles, the
Common Law Duty of Confidentiality and the Human Rights Act 1998 are
upheld.

3.18.3 The Trust will ensure it adheres to the various regional protocols and is

proactive in putting specific information sharing agreements in place when
required.

3.19

Research

3.19.1 The Trust will ensure that personal data collected for the purposes of research

is processed in compliance with the GDPR and Data Protection Act 2018.

3.19.2 Personal data processed for research purposes only, receives certain

exemptions from the GDPR and Data Protection Act 2018 if:
•
•

The data are not processed to support measures or decisions with respect
to particular individuals and;
If data subjects are not caused substantial harm or distress by the
processing of the data.

If the above conditions are met the following exemptions may be applied to
personal data processed for research purposes only:
•
•
•

Personal data can be processed for purposes other than that for which they
were originally obtained (exemption from Principle B)
Personal data can be held indefinitely (exemption from Principle D)
Personal data are exempt from data subject access rights where the data
are processed for research purposes and the results are anonymised.

3.19.3 Whilst the Act states that research may legitimately involve processing of

personal data beyond the originally stated purposes, the Trust expects that
wherever possible, researchers will contact participants if it is intended to use
data for purposes other than that for which they were originally collected.

3.19.4 Researchers must adhere to the Trust’s Records Management Policy,

although it is recognised that the Act allows personal data processed only for
research purposes to be kept indefinitely.

3.19.5 Researchers must ensure that the findings of research are anonymised when

published and that no information is published that would allow individuals to
be identified without the explicit consent of the data subject.
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3.20

Anonymisation and Managing Data Protection Risk

3.20.1 Data protection law does not apply to data rendered anonymous in such a way

that the data subject is no longer identifiable. Fewer legal restrictions apply to
anonymised data .Anonymisation is of particular relevance, given the
increased amount of information being made publicly available through the
Governments Open Data agenda. The Protection of Freedoms Act 2012
enhances access to information by requiring a public authority to consider data
held in a dataset that is not already published. Where the Freedom of
Information Act 2000 requires the publication of a dataset the Trust is required
to release it in a form that is reusable.

3.20.2 The Trust will ensure that data released under the Freedom of Information Act

2000 and governments Open Data Agenda are fully anonymised. All staff will
adhere to the Information Commissioners ‘Anonymisation Code of Practice’
which describes the steps an organisation must take to ensure that
anonymisation is conducted effectively, while retaining useful data.

3.21

Information Security of Personal and Confidential Data Including Data in
Transit

3.21.1 The Trust will ensure that procedures and guidance are in place to enable

compliance with Principle F – Providing appropriate security, of the GDPR and
Data Protection Act 2018. This principle requires that “appropriate
organisational and technical measures” must be taken in the protection of
personal data and special categories of data.

3.21.2 All staff must adhere to basic principles for preventing theft, fraud and

confidentiality and security breaches e.g. shutting and locking the door to a
secure area and not leaving ID cards lying about. All staff must:•
•
•
•
•

Adhere to this policy and it's supporting procedures and guidance
Ensure security practices are observed and carried out as part of their daily
routine
Wear ID badges at all times
Query the status of strangers if safe to do so
Inform their line manager if anything suspicious or worrying is noted

3.21.3 In addition, in order to achieve robust information security and to protect the

Trust’s information assets all staff must:-

•
•
•
•

Comply with the GDPR and Data Protection Act 2018, Common Law Duty
of Confidentiality, Caldicott Principles and Confidentiality: NHS Code of
Practice.
Ensure premises and vehicles are suitably secure so as not to put
information assets e.g. laptops or paper records containing confidential
data, at risk.
Ensure they only use and share confidential data that they are authorised
to use and share, with organisations or individuals that are authorised to
receive it.
Ensure information published to online and digital sources is full
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•

•

•
•

•

•
•

•
•

anonymised and does not breach the GDPR and Data Protection Act 2018
(refer to the Management of Online and Digital Services Procedure for
mandated requirements).
Ensure when anonymised or pseudonymised information is shared, care
is taken to ensure that the method used to anonymised or pseudonymise
is effective and individuals cannot be identified from the limited data set
e.g. age and postcode together could be sufficient enough to reveal an
individual’s identity.
Ensure all records containing confidential data are stored in secure areas
with appropriate and adequate controls in place to hold and process it
securely i.e. in a lockable room with controlled access or in a locked drawer
Ensure Smartcards are not left unattended and cards and access PIN
codes are not shared with other staff.
Ensure computer passwords are not shared with other staff and computer
workstations not left unattended and insecure.
Ensure personal data, special categories of data and commercially
sensitive data held and transported on portable devices e.g. laptops and
removable media e.g. CD, DVD has been approved in advance by the
Trust’s Senior Information Risk Owner (SIRO) and is encrypted to 256 bit
AES encryption.
Ensure emails containing patient identifiable data, sensitive staff
identifiable data or commercially sensitive information are only transmitted
outside of the Trusts own secure email network if the email or email
transmission method is encrypted to 256 bit AES encryption. Refer to the
Email Policy for mandated requirements.
Ensure personal data, special categories of data and commercially
sensitive data transmitted via the internet or file transfer protocol is
encrypted to 256 bit AES encryption.
Ensure staff have a clear business need to use paper-based copies of
documents containing personal data, special categories of data or
commercially sensitive information off-site and adhere to safe haven
principles (see Appendix D).
Ensure that laptops, tablet computers, other portable computer devices and
telecommunications equipment are secure when in transit and when used
away from secure work premises.
Ensure personal data, special categories of data or commercially sensitive
information is not stored on personal computer devices. All equipment used
for work purposes must be supplied by the Trust, unless staff are using the
Trust’s Outlook on the web server or NHSmail.

3.21.4 In order to comply with legislation and Department of Health guidance, the

Trust adheres to Safe Haven principles to safeguard the confidentiality of
patient and staff information held and transferred. The term 'Safe Haven' is
used to describe either:(1) a secure physical location, or (2) the agreed set of administration
arrangements that are in place within the Trust to ensure confidential patient or
staff information is communicated safely and securely.

3.21.5 Safe haven principles and procedures must be in place in any location where

personal information is being received, held or communicated especially
where the personal information is of a confidential and sensitive nature. Safe
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havens principles enable staff to be confident that information can be
transferred securely between environments.
3.21.6 All members of staff handling confidential patient and staff information,

whether paper based or digital (computerised) must adhere to the safe haven
principles. Please see Appendix D Safe Haven Principles: Guidance on the
Secure Transfer of Confidential Information.

3.21.7 The Trust does not support the use of fax machines for the routine transfer of

person data and special categories of data and its use should be avoided
wherever possible. Where it is necessary and there is no secure alternative to
transfer personal data on an ad hoc basis by fax, safe haven principles and
procedures must be followed. Please see Appendix D. Information Asset
Owners are expected to take proactive steps to implement secure alternatives
for the transfer of personal data and special categories of data.

3.21.8 All staff must adhere to the following related policies:

3.22

•
•

ICT Security Policy and Associated Procedures
Email Policy

•
•
•
•
•

Internet Policy and Procedure
Records Management Policy
Management of Online and Digital Services Procedure
Social Media Policy
Safety and Security Policy

Data Protection Impact Assessments

3.22.1 Data Protection Impact Assessments (DPIAs), also known as Privacy Impact

Assessments (PIAs) are a tool recommended by the Information
Commissioner’s Office to build Data Protection Act compliance into projects
and initiatives from their inception. A DPIA is a process to help the Trust
identify and minimise the data protection risks of a project.

3.22.2 Under the GDPR and the Data Protection Act the Trust must undertake a

DPIA for certain types of processing, or any other processing that is likely to
result in a high risk to individuals.

3.22.3 The Trust must do a DPIA before it begins any type of processing which is

“likely to result in a high risk to individuals”. This means that although the actual
level of risk may not have yet been assessed the factors that point to the
potential for a widespread or serious impact on individuals must be considered.
In particular, Information Asset Owners and/or project managers must ensure
that a DPIA is undertaken in all instances where a new project or initiative will:
•
•
•

use systematic and extensive profiling with significant effects;
process special category or criminal offence data on a large scale; or
systematically monitor publicly accessible places on a large scale.

3.22.4 A DPIA should also be completed if there is a plan to:

•

use new technologies;
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•
•
•
•
•
•
•
•
•

use profiling or special category data to decide on access to services;
profile individuals on a large scale;
process biometric data;
process genetic data;
match data or combine datasets from different sources;
collect personal data from a source other than the individual without
providing them with a privacy notice (‘invisible processing’);
track individuals’ location or behaviour;
profile children or target marketing or online services at them; or
process data that might endanger the individual’s physical health or safety
in the event of a security breach.

3.22.5 The Data Protection Officer (DPO) should be consulted on all DPIAs and,

where appropriate, individuals and relevant experts. Any data processors may
also need to be involved in the assessment.

3.22.6 For any DPIA that identifies a high risk that cannot be mitigated, the DPO must

consult the ICO before the processing can begin.

3.22.7 DPIAs are intended to build in “privacy by design” and are also intended to

prevent privacy related problems from arising, by:
•
•
•

Considering the impact on privacy at the project start
Identifying ways of minimising any adverse impact
Building this into the project as it develops

3.22.8 It is also good practice to do a DPIA for any other major project which requires

the processing of personal data.

3.22.9 A DPIA may not be required if:

•

The processing is on the basis of legal obligation or public task. However,
this exception only applies if:
o there is a clear statutory basis for the processing;
o the legal provision or a statutory code specifically provides for and
regulates the processing operation in question;
o a data protection risk assessment was carried out as part of the impact
assessment when the legislation was adopted. This may not always be
clear, and in the absence of any clear and authoritative statement on
whether such an assessment was conducted it is recommend that you
err on the side of caution and conduct a DPIA to ensure you consider
how best to mitigate any high risk.

3.22.10 The Trust’s Data Protection Impact Assessment Procedure can be found in

Appendix E.

4.0

Training Expectations for Staff

4.1

Training is delivered as specified within the Trust Training Needs Analysis
(TNA).
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5.0

Implementation Plan

5.1

The latest ratified version of this policy will be posted on the Trust Intranet site
for all members of staff to view. New members of staff will be signposted to
how to find and access this policy and associated procedures during Trust
Induction.

6.0

Monitoring Compliance with this Policy

6.1

Via the Integrated Performance Report the Trust Board will monitor to ensure
that no GDPR or Data Protection Act undertakings, enforcement notices, ‘stop
now’ orders, compulsory assessment notices or monetary penalty notices are
served on the organisation by the Information Commissioners Office.

6.2

Information Governance incidents will be monitored by both the Clinical
Governance Group and the Information Governance Working Group.

6.3

The Quality Committee will monitor overall progress through receipt of
quarterly reports in relation to full compliance against the 10 Data Security
Standards of the Trust’s Data Security and Protection Toolkit . The Information
Governance Working Group will monitor operational progress throughout the
year and take action to address any concerns. Any deficiencies will be noted
and reviewed at subsequent meetings.
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8.0

Appendices

Appendix A The Caldicott Principles
All staff must apply the general principles of good practice in handling and use of patient
identifiable information:













Justify the purpose(s)
Every proposed use or transfer of patient identifiable information within or from an
organisation should be clearly defined and scrutinised, with continuing uses regularly
reviewed by an appropriate guardian
Don't use patient identifiable information unless it is absolutely necessary
Patient-identifiable information items should not be used unless there is no alternative
Use the minimum necessary patient identifiable information
Where use of patient identifiable information is considered to be essential, each
individual item of information should be justified with the aim of reducing identification
Access to patient-identifiable information should be on a strict need to know
basis Only those individuals who need access to patient-identifiable information
should have access to it, and they should only have access to the information items
that they need to see
Everyone should be aware of their responsibilities
Action should be taken to ensure that those handling patient-identifiable information both clinical and non-clinical staff - are aware of their responsibilities and obligations to
respect patient confidentiality
Understand and comply with the law
Every use of patient identifiable information must be lawful. The Trusts Caldicott
Guardian is responsible for ensuring that the organisation complies with the
Caldicott Principles
The duty to share information can be as important as the duty to protect
patient confidentiality
Health and social care professionals should have the confidence to share
information in the best interests of their patients within the framework set out by
these principles. They should be supported by the policies of their employers,
regulators and professional bodies.
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Appendix B Definitions
The definitions or explanation of terms relating to this policy are:Personal Data

Personal Data is any information related to a natural person
or ‘Data Subject’, that can be used to directly or indirectly
identify the person. It can be anything from a name, a photo,
an email address, bank details, posts on social networking
websites, medical information, or a computer IP address.

Special
Categories of
Data

Special Categories of Data is any personal data revealing
racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the
processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health
or data concerning a natural person’s sex life or sexual
orientation.
The entity that, alone or jointly with others, determines the
purposes, conditions and means of the processing of
personal data.
An entity that processes data on behalf of the Data
Controller.

Data Controller
Data Processor
Data Subject
Processing

Third Party
Consent

Any natural person whose personal data is processed by a
controller or processor.
Any operation or set of operations performed on personal
data or on sets of personal data, whether or not by
automated means, including collection, recording,
organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosureby transmission,
dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.
Any individual/organisation other than the data subject, the
data controller (the Trust) or its agents.
Consent of the data subject means any freely given, specific,
informed and unambiguous indication of the data subject’s
wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of
personal data relating to him or her. Consent should not be
regarded as freely given if the data subject has no genuine or
free choice or is unable to refuse or withdraw consent without
detriment. Consent does not provide a valid legal ground for
the processing of personal data in a specific case where there
is a clear imbalance between the data subject and the
controller, in particular where the controller is a public
authority, such as an Ambulance Trust, is processing the data
in the performance of its public task, and it is therefore unlikely
that consent was freely given in all the circumstances of that
specific situation.
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Healthcare Purposes

Disclosure
Bulk Transfer

Includes all activities that directly contribute to the diagnosis,
care and treatment of an individual and the audit/assurance
of the quality of the healthcare provided. Does not include
research, teaching, financial audit and other management
activities.
This is the divulging or provision of access to data.
The transfer of electronic or paper data that is ‘batched up’ to
be sent out of a location and/or organisation.

Approved Courier

A courier on an authorised list of trusted and reliable courier
services for routine and secure courier transfers, as agreed
by the Trust.

Anonymised

Irreversible removal of identifying data.

Pseudonymised

It differs from anonymisation, which is characterised by the
irreversible removal of identifying data. Pseudonymised data
continues to be "personal data" for the purposes of the GDPR
and Data Protection Act 2018. Pseudonymisation is a
process which involves the removal of identifying information
from data but does so in such a way as to allow the data to
be restored to an identifiable format when required.
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Appendix C Roles & Responsibilities
Chief Executive
The Chief Executive has overall responsibility for compliance with the GDPR and
Data Protection Act 2018. Operational responsibility for data protection is delegated
to the Senior Information Risk Owner (SIRO), Data Protection Officer and all
Information Asset Owners (IAOs).
Senior Information Risk Owner (SIRO)
The SIRO under delegated authority from the Chief Executive, oversees compliance
with the Data Protection Act and the development of appropriate policy and
procedure. The SIRO is supported by the Data Protection Officer, Information Asset
Owners, Legal Services Manager and Information Governance Manager. The SIRO
is responsible for ensuring any suspected or actual breach of the Act is investigated
and appropriate action taken.
Data Protection Officer
The nominated Data Protection Officer is responsible for monitoring internal
compliance, informing and advising the Trust on its data protection obligations,
providing advice regarding Data Protection Impact Assessments (DPIAs) and acting
as a contact point for data subjects and the Information Commissioners Office, and
for advising on day-to-day data protection matters.
Legal Services Manager
The Legal Services Manager is responsible for ensuring strict compliance with the
Data Protection Act in relation to disclosure of health records and person identifiable
information.
Information Governance Manager
The Information Governance Manager is responsible for providing general guidance
and advice on data protection and the application of this policy.
Information Asset Owners and Line Managers
Information Asset Owners and all line managers have responsibility for ensuring that
their staff are compliant with, and working to, all relevant policy and procedure in
relation to Data Protection as well as championing good information handling
practices within the Trust.
All Staff
All staff are responsible for making sure they have read and understood this policy
and associated procedures and are aware of the disciplinary and legal action that
could potentially be taken if this policy and associated procedures are not followed.
Compliance with data protection legislation is the responsibility of all members of staff
including anyone providing a service on behalf of Yorkshire Ambulance Service.
Any incident involving a breach or suspected breach of the GDPR or Data Protection
Act must be reported immediately via the Datix incident reporting system.
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Appendix D

Safe Haven Principles: Guidance on the Secure Transfer of Confidential Information
This guidance applies to all records in whatever media they may be held (e.g. paper,
electronic files and emails, images and audio recordings), which include personal
data or special categories of data relating to patients, staff or others.
Safe Haven Principles: Internal and External Post
 Ensure envelopes containing confidential information are sealed and marked
‘private and confidential’.
 Double check the full postal address (including postcode) of the recipient is correct.
 Ensure internal mail has been addressed fully and correctly, providing at least the
following basic information;
 First Name and Surname - Mrs Annette Curtain
 Department - Finance Department
 Site – Spring Hill 1
 If addresses are handwritten please make them legible for the post room staff.
 Cross out the previous address on internal envelopes to stop any confusion on
the next recipient.
 Use two envelopes for bulky letters for extra security.
 Take care when using window envelopes that the correct, full address is visible.
No other information should be visible.
 Use only the correct, sealed record bags and wallets for transferring patient care
records via the Trusts internal transport service to Healthcare Records. Patient
care records must not be placed in the internal or external post to transfer them to
Healthcare Records.
 Make sure that inbound post is handled promptly and securely around the workplace.
 Ensure you have a designated area within your Department or Station for mail
collection and deposit. In the absence of defined lockable and managed post
rooms at most Trust sites, any inbound or outbound mail (this includes staff
payslips) which is to be left uncollected and unattended on Station or at any YAS
site, for any length of time, should be locked away in a specially designated
locked drawer or locked filing cabinet or within an office which is kept locked when
not in use, ideally within the station managers office. Existing pigeon hole
systems can be used if they are within an internal locked
office
.
 Routine transfers of personal data or special categories of data by internal or
external post must be recorded on your departmental data flow records.
Safe Haven Principles: Royal Mail Special Delivery and Courier Services (full tracked
services)
 Seek advice from your line manager or the Information Governance Manager on
whether Royal Mail Special Delivery or other approved courier service should be
used for ad hoc transfers of confidential information externally.
 Due to the added cost of sending items of post by Royal Mail Special Delivery or
approved courier service, a risk assessment should be undertaken which
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considers the sensitivity of the information and number of identifiable individuals
whose information is recorded.
Computer media containing confidential information must not be transferred
unless it is an encrypted copy of the original. It should only be transferred by
Royal Mail Special Delivery or approved courier service. There are also additional
requirements around removable media and bulk transfers (see below).
Let the recipient know when to expect receipt of the item and ask the recipient to confirm
receipt. The above principles relating to internal and external post also apply when using
Royal Mail Special Delivery or approved courier services.
Routine transfers of personal data or special categories of data by Royal Mail Special
Delivery or approved courier must be recorded on your departmental data flow records.

Safe Haven Principles: Bulk Transfers
 Bulk transfers of personal data or special categories of data must have the approval of
the relevant Information Asset Owner (IAO).
 When transferring bulk personal information you must use an approved courier or
secure mail method which can be tracked and is signed for e.g. Royal Mail
Special Delivery.
 When transferring personal information by approved courier:
a) The individual responsible for passing the information to the courier must check
the ID of the courier and obtain a receipt from the courier when the bulk personal
information is collected.
b) The sender must confirm the bulk transfer has been received by contacting the
recipient.
c) The courier must only hand this information over to the recipient or to a nominated
individual and obtain a signature when delivered.
Safe Haven Principles: Removable Media
 The use of removable media such as CDs and DVDs for the writing of personal data or
special categories of data, is prohibited other than for the approved transfer of large
volumes of data where an alternative secure means of transfer (e.g. secure file transfer
protocol or NHS Mail) is not feasible.
 Electronic personal information to be sent via removable media by post or courier must
be encrypted to 256 bit AES encryption prior to transfer, in line with Department of
Health encryption requirements. The transfer must be approved by the Trust’s Senior
Information Risk Owner (SIRO).
 Information held on the removable media device must be securely erased or disposed of
once the transfer is complete.
Safe Haven Principles: Pigeon-holes/In trays for paper information
Regular housekeeping must be carried out in areas where pigeon holes or in-trays are
used to disseminate corporate and person identifiable information.
 Nothing should be left in these areas overnight especially in relation to sensitive
information unless the area is secured.


Safe Haven Principles: Use of the Telephone
 Personal information must only be given over the telephone if you are confident of the
identity of the caller. If you are not, you must always take a number, verify it
independently and call back. When speaking to a patient or carer on the telephone,
confirm the caller’s identity or ring back.
 Always check whether an individual is entitled to the information they request.
Information relating to patients must only be released on a need-to-know basis and with
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consent in most instances. Legal Services Department handle all disclosures of patient
identifiable information.
If you receive suspicious queries asking the whereabouts, base or personal information
of other staff members, please treat with caution, take contact details of the caller and
verify that it is an authorised person and request.
Report any suspected bogus enquires to your line manager and as an incident on the
Datix system.
Messages about named patients must not be left on answerphones. Simply leave your
name and telephone number and no other information.
Ensure unauthorised people cannot overhear you when making sensitive telephone
calls, during meetings, and when you are having informal discussions with colleagues
about personal/business sensitive information. In these situations, if you do not need to
identify a patient or staff member by name, then don’t.

Safe Haven Principles: Transcribing of telephone messages
 Recorded telephone messages containing person identifiable information including
sensitive information such as the names and addresses of applicants telephoning for a
job application, or patient details must be received in to a secure location, so that only
those entitled to listen to the message may do so whilst it is being played back.
 If you use any kind of message book e.g. to note messages for absent staff members,
this should also be stored securely.
Safe Haven Principles: Fax Transmission
Fax is inherently insecure and is not recommended for transfer of personal information.
Fax machines should only be used to transfer patient or staff-identifiable information
where it is absolutely necessary to do so and there is no secure alternative.
 Always use a fax cover sheet to enforce the confidentiality of the message.
 Telephone the recipient of the fax (or their representative) to let them know you are
sending them confidential information. Ask them to wait by the fax machine whilst you
send your message through to them.
 Send a test fax transmission when sending to a new fax number.
 Send information to a Safe Haven fax whenever possible.
 Always double check the fax number before you hit the send button, whether the fax is
Safe Haven or not.
 Use pre-installed numbers wherever possible to minimise the risk of dialling a wrong
number.
 Request a report sheet that confirms your transmission has been successful.
 Ask the recipient to let you know when they receive the fax.
 Anonymise patient details wherever possible, but don’t compromise patient safety.



Safe Haven Principles: Taking Paper Based Confidential Documents Off Site
 When working off-site the use of paper-based records containing patient or staffidentifiable information should be kept to a minimum. This also extends to any other
information which the Trust deems to be of a confidential and sensitive nature eg
commercially sensitive information such as a tender document.
 There must be a clear requirement to take such information off-site in the first instance
and when doing so, responsibility lies solely with you.
 Staff who have a clear business need to use paper-based copies of documents
containing personal information off-site must adhere to the following:
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Where the transfer is not an approved and acknowledged routine transfer for
business purposes, make sure that your immediate line manager is aware that
you have a requirement to take confidential information off-site and gain approval.
Keep equipment and paper-based records/files locked and out of sight during
transit.
Keep usage to a minimum in public areas.
Ensure the security of information ie store it in a locked container (eg a filing
cabinet, lockable briefcase). If this is not possible, when not in use, information
should be neatly filed and stored away.
Do not dispose of any documents unless they can be shredded.
Ensure that the information is returned to Trust premises as soon as possible and
filed accordingly.
Consider scanning the documents and then accessing them from a secure area
via a Trust laptop.

Safe Haven Principles: Mobile Computing
 All devices must be operated in a secure manner at all times.
 When not in use, devices should be kept in a secure place.
 Do not leave any device visible in an unattended vehicle.
 The amount of information that is kept on the device should be kept to a minimum.
 All information should be stored on the Trust’s servers where it is regularly backedup.
 Details of any password or PIN must be kept secure.
Safe Haven Principles: Trust Laptops and Tablet Devices
 Laptops and tablets left on display and unattended will inevitably attract attention
and have the potential to be stolen. The security of your work laptop or tablet
device is your responsibility. Please ensure that you adhere to the following:
 Ensure that your device is placed in a secure, locked location (eg desk drawer,
filing cabinet) when not in use or left overnight on work premises.
 Ensure that your device is not left unattended in an insecure area where members
of the public may have access (eg meeting rooms or hotel rooms). Always use
lockable storage facilities where available.
 Be aware of opportunist or targeted thefts of laptop bags in busy public places,
such as airports, train stations, hotel receptions and exhibition halls and on public
transport.
 Ensure your device is stored securely and out-of-sight when travelling and not in
use. When travelling by car, ensure your device is locked in the boot and never
left on car seats or foot wells. Devices should be removed from cars if they are
going to be left unattended for any length of time.
 Avoid leaving devices in locations where they could be easily forgotten or left
behind eg overhead racks on trains or in the boot of a taxi.
 Specifically when working from home on your device:
 Ensure reasonable steps are taken to minimise visibility of your device from
outside your home.
 Secure windows and doors when the home is unoccupied. Ensure blinds or
curtains are closed.
 Make use of room locks and lockable storage facilities to secure your device.
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Where the option is available, always lock the device by pressing Control, Alt and
Delete at the same time on your keypad and selecting the ‘lock computer’ option
(alternatively press the Windows and ‘L’ keys together). This applies no matter
how long you are leaving your device unattended for.
Ensure that no other person eg family member of friends are allowed to access
your device.
Ensure that your device is connected to the Trust’s network at least once a month,
to enable the automated update of antivirus software and other security features.
On no account should you store any patient or staff-identifiable information on
personal computer devices.

Safe Haven Principles: USB Devices
If you require a memory stick (USB device) you must apply for an encrypted USB
device that is approved by the Trust. Please contact the ICT Service Desk via the
self-service portal on the YAS intranet http://swkservicedesk.yas.nhs.uk/Portal/
and they will provide you with an application form. On collection, you will be given
an instruction sheet and a password to unlock the device.
 If you have a requirement to take your USB device off-site, please ensure that you
adhere to the following:
 Whilst in transit, carry the device discretely in a closed container or bag and not
on public view where it can attract attention.
 Store the device in a safe and secure environment when working off-site.
 Where practical, mark the device to identify its ownership by the Trust.
 Be sure that an encrypted USB device is the most appropriate solution for storing
work files. Make use of the secure drives and folders which enable you to share
work across the Trust’s computer network.


Safe Haven Principles: Email
 Please refer to the Trust’s Email Policy for the mandatory and best practice
requirements for the transfer of personal data, special categories of data and
commercially sensitive information by email.
 Emails containing personal data, special categories of data and commercially
sensitive information must only be transmitted to recipients outside of the Trust’s
secure email network by using one of the three methods detailed below:1. By use of NHS Mail (both the sender and the recipient of the email MUST be
using NHS mail email addresses or email addresses that are part of the
Government Secure Intranet). NHS Mail is also widely known as NHS.net
email.
2. By encryption (to 256 bit AES) of the information within a strongly password
protected file attached to the email correspondence. The Trust supports the
use of WinZip for file encryption. Staff should contact the ICT Service Desk in
relation to access to WinZip.
3. By Secure File Transfer Protocol (SFTP)
 Strong passwords must be eight characters, alpha numeric, mixed upper and lower
case.
 All transfers of person identifiable information, sensitive person identifiable
information and commercially sensitive information outside of the Trust’s secure
email network must be authorised by a Departmental Information Asset Owner or
Head of Department.
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Purpose
All Yorkshire Ambulance Service employees and third parties have a duty to protect
YAS data that they create, store, process or transfer. As a result of working in an
ever changing business, there is need to continually assess the potential impact of
changes to people, process and technology to ensure data is protected throughout
its lifecycle.
The purpose of this document is to specify and communicate to all personnel the
YAS policy on assessing business changes with respect to personal data protection.
This is in line with YAS data protection obligations.
Scope
This policy applies to all those with authorised access to personal data processed by
YAS irrespective of status, including employees, temporary staff, contractors,
consultants and suppliers who are involved in an initiative that affects the processing
of personal data and is likely to result in a high risk for the rights and freedoms of
individuals.
Policy Statement
It is the policy of YAS to ensure that all initiatives/projects affecting personal data
shall be compliant with all legal and regulatory requirements in each of the
jurisdictions in which it operates.
Roles and Responsibilities
Individuals are responsible for ensuring a Data Protection Impact Assessment
(DPIA) has been carried out where applicable to an initiative they are undertaking.
Managers are directly responsible for implementing and monitoring compliance with
this policy within their functional areas.
The Information Governance Manager has direct responsibility for maintaining this
policy and providing advice on implementation.
Non Compliance
Failure to comply with this policy may result in disciplinary action being taken.
What is a DPIA?
A DPIA is a process which allows organisations to identify and minimise the privacy
risks of their projects. “Project” covers any plan, proposal, process or system that
involves personal data of customers and / or employees.

Conditions to Carry Out a DPIA
A DPIA shall be carried out whenever any YAS initiative affects personal data in
such a way that is likely to result in a high risk for the rights and freedoms of the
individuals. Examples include: implementing new systems/databases, new projects
and new sharing arrangements with third parties (including those providing a service
for YAS), but only where personal data is involved.
A DPIA shall be carried out, in particular when an initiative includes:
•
•
•

A systematic monitoring of a publicly assessable area on a large scale;
A systematic and extensive evaluation of personal data which is based on
automated processing, and on which decisions are based that produce legal
effects concerning or significantly affecting the people involved; or
Processing on a large scale of highly sensitive categories of data (including
criminal convictions and offences)

The DPIA shall be carried out prior to starting the initiative.
Please refer to the DPIA Screening Questionnaire in (Appendix A), which will tell
you whether a DPIA (Appendix B) is required.
Contents of a DPIA
The assessment shall contain at least:
•
•
•
•

A systematic description of the envisaged processing operations and the
purposes of the processing, including, where applicable, the interest pursued
by YAS
An assessment of the necessity and proportionality of the processing
operations in relation to the purposes
An assessment of the risks and impact to the rights and freedoms of data
subjects involved; and
The required measures envisaged to manage the risks (including owners and
timescales); including safeguards, security measures and mechanisms to
ensure the protection of personal data and to demonstrate compliance with
GDPR.

The project manager/information asset owner (IAO) shall seek the advice of the
Information Governance Manager, when carrying out a DPIA.
Where appropriate, YAS shall seek the views of data subjects or their
representatives on the intended processing, without prejudice to the protection of
commercial or public interests or the security of the processing operations.

Actions Following a DPIA
Where necessary, YAS shall carry out a review to assess if the processing of
personal data is being performed in compliance with the DPIA. This will be done at
least when there is a change of the risk represented by the processing operations.
When the DPIA indicates that the processing would result in a high risk in the
absence of measures to mitigate the risk, YAS shall consult the relevant Supervisory
Authority (The Information Commissioners Office) prior to processing any personal
data. In such circumstances, the following shall be provided:
•
•
•
•
•

Where applicable, the respective responsibilities of YAS and its third parties
involved in the processing;
The purposes and means of the intended processing;
The measures and safeguards in place for data protection within this initiative;
The contact details of the DPO; and
The DPIA

Appendix A - DPIA Screening Questionnaire
These questions are intended to help organisations decide whether a DPIA is
necessary. Answering ‘yes’ to any of these questions is an indication that a DPIA is
required.
Screening Questions
1 Will the project involve the collection of new information about
individuals?
2 Will the project compel individuals to provide information about
themselves?
3 Will information about individuals be disclosed to organisations or people
who have not previously had routine access to the information?
4 Are you using information about individuals for a purpose it is not
currently used for, or in a way it is not currently used?
5 Does the project involve you using new technology which might be
perceived as being privacy intrusive? For example, the use of biometrics
or facial recognition
6 Will the project result in you making decisions or taking action against
individuals in ways which can have a significant impact on them?
7 Is the information about individuals of a kind particularly likely to raise
privacy concerns or expectations? For example, health records, criminal
records or other information that people would consider to be particularly
private
8 Will the project require you to contact individuals in ways which they may
find intrusive?

Y/N

Appendix B - Data Protection Impact Assessment
Please complete all questions with as much detail as possible at concept stage. Highlight
the relevant answer in yellow. Then contact the Information Governance Manager who can
review and provide advice or answer queries on the data protection obligations. The DPIA
will need to be signed off by the Data Protection Officer (DPO).
Section 1: General Details
Project title:
Information Asset Owner:
This is the appropriate Head of Function:
Name and Title
Objective:
You can pick more than one if necessary

Existing information to be used for a different
purpose
New information sharing arrangement with third
parties
New project involving collection and processing of
data
New system/Database
Other (please state):

Will the information sharing/protect/system
contain personal identifiable information?
If answer is ‘No’ then a DPIA is not required

Yes

If yes, who will this data relate to:
Service User
Staff
Other (please state):

Purpose:
Why is the new project, new sharing
arrangement, or new system/database
required?
Necessity:
What would the consequences be if the
information sharing/project/ system is not
progressed?
Other related projects:
Project Key Contact:
Name and Title

No

Section 2: DPIA Key Questions
Data Items
1.

2.

3.

Question
Please highlight the
categories of data that
are involved:

Response

Personal

Name
Phone Number
Date of Birth
Other (please state):

Address
Email Address
Bank Details

Special Category

Ethnic Origin
Religious Beliefs
Genetics
Health

Political Opinions
Trade Union membership
Biometrics
Sexual Orientation

Describe the
information flow:
The collection, use and
deletion of data should
be described here. It
may be useful to use a
flow diagram or another
way of explaining
information flows
Who will have access
to the information:
You can highlight more
than one.

Internal (please state sections):
Council
HMRC
Police

Data Processor

NHS
Voluntary Organisation

Other (please state):
Provide an explanation.

4.

What
consultation/checks
have been made
regarding the
adequacy, relevance
and necessity for the
collection of personal
and/or special category
data for this
initiative/project?

Please explain purposes for having access to the
information:

5.

6.

7.

8.

Question
Is there any
personal/special
category data that
could be disregarded
without compromising
the project?
Question is designed to
ensure that the Service
only collect/share data
that is ‘necessary,
justified and
proportionate’ to meet the
business or employer
purposes
Does the
initiative/project involve
the collection of data
that may be unclear or
intrusive?
Are all data items clearly
defined? Is there a wide
range of sensitive data
being included? Would it
be in the reasonable
expectations of the data
subject?
How will the
information be kept up
to date and checked for
accuracy and
completeness?
How many individuals’
data will be processed?

Response
Yes

No

If yes, list then do not process that data

Yes

No

If yes, list then do not process that data

Question
Response
Purpose in Section 1 will assist in establishing the legal basis for processing. For:
Personal data an Article 6 condition needs to be met;
Special category data an Article 6 and an Article 9 condition need to be met;
Criminal convictions or offences data an Article 6 condition needs to be met plus authorised
by law.
Lawfulness and Fairness
9.
Which Article 6 legal
Consent
basis are you relying
on to collect/share
Contractual necessity
personal data?
https://gdpr-info.eu/art-6- Legal Obligation
gdpr/
Vital interests
Consent should only be
used if the data subject
has a real free choice;
this is usually unlikely for
public authorities or
employer/employee
relationships
10.

Which Article 9 legal
basis are you relying
on to collect/share
special category data?

Public task
Legitimate interests
Explain the rationale for relying on the condition you have
chosen; where appropriate include the relevant legislation.

Consent
Obligations in connection with employment
Vital interests

https://gdpr-info.eu/art-9- Legitimate activities of a not for profit body or association
gdpr/
Consent should only be
used if the data subject
has a real free choice;
this is usually unlikely for
public authorities or
employer/employee
relationships but could
be relevant for this type
of data.

Information has been made public by the data subject
Necessary in relation to legal rights
Necessary for public functions
Necessary for medical purposes
Necessary for reasons of public interest in the area of
public health
Necessary for archiving purposes
N/A
Explain the rationale for relying on the condition you have
chosen; where appropriate include the relevant legislation.

11.

12.

13.

14.

Data Processing
15.

Question
Which Article 10 legal
basis are you relying
on to collect criminal
offence data?

Response

https://gdpr-info.eu/art10-gdpr/

N/A

If relying on consent,
how will that
consent/non consent
be obtained and by
whom?
Silence or pre-ticked
boxes are not
acceptable. There has
to be a clear affirmative
action by the data
subject, such as an optin box
If relying on consent,
what will you do if this
is withheld or
withdrawn?
Will the consent cover
all processing
including any intended
sharing/disclosures?
The DPO/IG Manager
will use this to ensure all
processing activity has a
legal basis

Will a third party be
processing data on
behalf of YAS?

Legal authorisation
Official capacity

Yes

No

If not, please give details:

Yes

No

If no, please go to the Q18.

16.

17.

Confidentiality
18.

Question
Is the third party
contractor/supplier of
the project registered
with the information
Commissioner?

Yes

Please outline how
individuals will be
informed why and how
their information is
processed/shared.
These are known as
Privacy Notices
https://gdpr-info.eu/art13-gdpr/

What process is in
place for
rectifying/erasing or
restricting access to
data?
What would happen if
such a request were
made? Can the
database or process
allow you to delete,
rectify or restrict?

No

Organisation (please state):
Data Protection Registration Number (please state):

Does the third
party/supplier
Yes
contract(s) contain all
the necessary
Information
Governance clauses
regarding Data
Protection and
Freedom of
Information?
Ask supplier for a copy
of their standard contract

https://gdpr-info.eu/art14-gdpr/
19.

Response

No

20.

21.

22.

Engagement
23.

Question
Will an individual be
able to receive their
information in a
machine readable
format, if requested?
This is only where the
information is processed
by automated means.
Will the processing of
data subject the
individual(s) to a
decision based solely
on automated means?
This is where there is no
human intervention and
a system determines an
outcome based on preprogramming/coding
(e.g. killer questions on
an online recruitment
portal where the
applicant is unsuccessful
based on their
responses.
Will the processing of
data be used to
analyse or predict
personal aspects
about an individual or
individuals?
Known as ‘profiling’.

Has stakeholder
engagement taken
place?
Professional, Union
representatives, and
service users are useful
to consult with or ask to
give their opinion on the
privacy implications of
the project.
You need to put yourself
in individuals’ shoes and
envisage privacy
implications.

Response
Yes

No

Yes

No

If yes, explain the impact of the decision:

Yes

No

If yes, explain the impact of the profiling:

Yes

No

If yes, which stakeholder and how have any issues
identified by stakeholders been considered?

If no, please outline any plans in the near future to
seek stakeholder feedback:

Question
Information Security
24.
Who will have access
to the information
within the system?
Please refer to roles/job
titles.
25.
Is there a useable audit
trail in place for the
initiative/project?
For example, to identify
who has accessed a
record?

26.

27.

Describe where the
information will be
stored and how it will
be accessed?
If cloud based, include
details around the
provider access
arrangements.
Where is the
information held?

Response

Yes

No

N/A
If yes, please give details:

Cloud
External Server
In house server
Other (please state):

28.

What training and
instructions are
necessary to ensure
that staff know how to
operate the
system/process/new
initiative?
Staff need to be given
clear instructions on
their role and use of the
data. The need to be
aware of the required
security arrangements.

29.

Questions
Please indicate all
methods in which
information will be
transferred.

Response
By hand

Email (unsecure/personal)

Fax

Internet (http)

Internet (https)

Post (normal)

Recorded Delivery

Secure Email

Telephone

N/A

Other (please state):

30.

31.

Does the project
involve privacy
enhancing
technologies?
Encryption; 2 factor
authentication; new
forms of
pseudonymisation.
If the system is being
provided by a third
party who has access
to the data or if the
data is being
processed on our
behalf, what security
arrangements are in
place?

Yes

No

If yes, please give details:

Privacy and Electronic Communications Regulations (PECR)
32.
Will the project involve
the sending of
unsolicited marketing
messages
electronically such as
email, fax, telephone
and text?
Please note that seeking
to influence an individual
is considered to be
marketing.

Questions
Records Management
33.
What are the retention
periods for this data?
How will the data be
destroyed when it is
no longer required?
If applicable, include
how third parties will
destroy/return the data.
Business Continuity
35.
Have requirements for
business continuity
been considered?
This includes the ability
to restore availability and
access to personal data
in a timely manner in the
event of a physical or
technical incident.
Open Data
36.
Will (potentially)
identifiable and/or
sensitive information
from the project be
released as Open Data
(be placed in to the
public domain)?

Response

34.

Data Processing Outside of the EEA
37.
Are you transferring
any personal and/or
special category data
to a country outside
the European
Economic Area (EEA)?
If using a supplier for a
system or a data
processor, it will be
necessary to identify
where the information
will be held. Best
practice is for it to be
held in the UK.

Yes

No

If yes, please give details:

Yes

No

If yes, please give details:

Yes

No

If yes, which data and to which country?

38.

Question
Are measures in place
to mitigate risks and
ensure an adequate
level of security when
the data is transferred
to this country?

Response
Yes

No

N/A
If yes, who completed the assessment?

Risks and Solutions – The outcomes from Sections 1 and 2 may have led to privacy risks
being identified. Use the table to document the risks, intended solution and impact, and then
update the checklist below.
39.
Have all risk sources
been taken into
Yes
No
account?
40.

Potential impacts to
the rights and
freedoms of data
subjects are identified,
in case of events
including illegitimate
access, undesired
modification and
disappearance of data.

41.

Threats that could lead
to illegitimate access,
Yes
undesired modification
and disappearance of
data are identified.

42.

Measures envisaged to
treat risks are
Yes
determined.

Yes

No

No

No

Section 3: Risks and Solutions
Risk
No.

1.

Date Raised
(Month &
Year)

Privacy
risks
identified
(outcome
of Section
1 & 2)

Current Risk
Owner

Original Risk

I
(1-5)

L
(1-5)

Risk Control
Measures

Risk
Rating

2.
3.
4.
5.
6.

Once completed, update the Risks and Solutions section of the assessment, then go to section 4.

Residual Risk

I
(1-5)

L
(1-5)

Risk
Rating

Section 4: Review and Approval
This Data Protection Impact Assessment should be signed off by the relevant Information
Asset Owner.
Name:
Title:
Signed:
Date:
Assessment reviewed by DPO:
Name:
Title:
Article 6 condition checked:
Article 9 condition checked:

Yes

No

Yes

No

Not applicable
Article 10 condition checked:

Yes

No

Not applicable
Comments:

Signed:
Date:
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Appendix C – Definitions
1. ‘Personal Data’ means any information relating to an identified or identifiable natural person
(‘data subject’), and identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, and identification
number, location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, , economic, cultural or social identity of that natural person;
2. ‘Processing’ means any operation or set of operations which is performed on personal data
or on sets of personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultations,
use, disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;
3. ‘Restriction of processing’ means the marketing of stored personal data with the aim of
limiting their processing in the future;
4. ‘Profiling’ mans any form of automated processing of personal data consisting of the use pf
personal data to evaluate certain person aspects relating to a natural person, in particular to
analyse or predict aspects concerning that natural persons performance at work, economic
situation, health, personal preferences, interests, reliability, behaviour, location or
movements;
5. ‘Pseudonymisation’ means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept separately and is
subject to technical and organisational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person;
6. ‘Controller’ means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purpose and means of the processing pf personal
data; where the purposes and means of such processing are determined by Union or
Member State Law, the controller or the specific criteria for its nomination may be provided
for by Union or Member State Law;
7. ‘Processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;
8. ‘Recipient’ means a natural or legal person. Public authority, agency or another body, to
which the personal data are disclosed, whether a third party or not. However, public
authorities which may receive personal data in the framework of a particular inquiry in
accordance with Union or Member State Law shall not be regarded as recipients; the
processing of those data by those public authorities shall be in compliance with the
applicable data protection rules according to the purposes of the processing;
9. ‘Consent’ of the data subject means any freely given, specific, informed and unambiguous
indication of the data subjects wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or
her;
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10. ‘Relevant and Reasoned objection’ means an objection to a draft decision as to whether
there is an infringement of this Regulation, or whether envisaged action in relation to the
controller or processor complies with this Regulation, which clearly demonstrates the
significance of the risks posed by the draft decision as regards the fundamental rights and
freedoms of the data subject and, where applicable, the free flow of personal data within the
Union.

61

Appendix F

Procedure for Handling Disclosure Requests under the
General Data Protection Regulations 2016 and the Data
Protection Act (2018)
Document Reference
Version
Responsible Committee
Responsible Director (title)
Document Author (title)
Approved By
Date Approved
Review Date
Equality Impact Assessed (EIA)
Protective Marking

PO – Procedure for Handling Disclosure Requests under the
General Data Protection Regulations and Data Protection Act
(2018) – November 2017
V3.0
Trust Management Group
Steve Page, Executive Director of Quality, Governance and
Performance Assurance/ Deputy Chief Executive
Caroline Balfour, Legal Services Manager
Trust Management Group
Yes
Not protectively marked
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Document Control Information
Version

Date

Author

Caroline Balfour

Description of Change
Status
(A/D)
A
Version produced and
approved by the Information
Governance Group.
D
Reformatted to be in line with
policy and procedural
documents template.
Revision of content.
D
Minor amendments
Throughout.
A
Approved by TMG

Allan Darby

D

2.0

April
2010

Angela Brown

2.1

August
2013

Caroline Balfour

2.2

Oct
2015
3.0
Nov
2015
3.1
April
2018
A = Approved D = Draft

Danielle Conway

Amendments to comply with
the GDPR and DPA 2018

Document Author = Caroline Balfour, Legal Services Manager
Associated Documentation:
Data Protection Policy and Associated Procedures
Information Governance Policy
Information Governance Strategy
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1.0

Introduction

1.1

All requests for disclosure of person identifiable information (PII) are dealt with by the
Legal Services Department. No such information must be disclosed outside the Trust
unless it has been managed and approved by Legal Services in accordance with this
Procedure and its processes. If any member of staff is approached for PII they must
pass on the request to Legal Services at the earliest opportunity.

2.0

Purpose/Scope

2.1

The aim of this document is to outline the process to be followed in response to a
request for disclosure under the General Data Protection Regulations (GDPR) and
Data Protection Act 2018 (‘the Act’) which outlines rights of access to PII.

2.2

The procedure should be read in conjunction with the Data Protection Policy, which
outlines the principles of the GDPR and Act 2018.

3.0

Requests for Personal Identifiable Information – general staff information and
guidance

3.1

Under Article 15 of the GDPR, subject to certain conditions and exemptions, there is
an entitlement to apply for access to personal data known as a ‘subject access
request’ (“SAR”). Under the Regulations the request must be complied with within one
month of receipt, although this time may be extended by a maximum of two calendar
months for complex requests.

3.2

Most of the requests for PII made to the Trust are for health records and patient
information. A health record is defined in the Act as any record which consists of
information relating to the physical or mental health or condition of an individual, and
has been made by or on behalf of a health professional in connection with the care of
that individual. These records are classed under the Act as special categories of data.
The Act gives rights of access to every living person, or their authorised
representative, to apply for their health records irrespective of when the records were
compiled.

3.3

Subject access requests can also be for non-health related records e.g. personnel file,
references, emails etc.

3.4

The Access to Health Records Act 1990 governs access to the health records of
deceased people.

3.5

The Access to Medical Reports Act 1988 governs access to medical reports made by
a patient’s normal clinician for insurance or employment purposes.

3.6

All requests for such disclosures must immediately be sent to the Trust's Legal
Services Department at the email address: subjectaccessrequests@yas.nhs.uk.
Telephone advice is available from the Legal Services Team.

4.0

Requests for Personal Identifiable Information - Legal Services Department
procedure for subject access requests

4.1

The Trust’s Legal Services Department responds to requests for records from
patients, their personal representatives, litigation friends, lawyers or parents. It is
important to note that the right of access to personal data is that of the data subject
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alone. Therefore, before disclosing any records to anyone other than the patient (i.e.
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to a third party), the Trust must be satisfied that the patient has consented that the
disclosure should be made to the third party.
4.2

4.3

On receipt of a request the Legal Services Department will contact the requestor to
clarify the details of the request, request proof of identification or written consent for
release and request the relevant fee. This information is prompted by use of standard
forms (Appendix A). The Legal Services Department centrally holds a library of
template letters for correspondence and these have been approved by the Legal
Services Manager.
All Subject Access Requests (SARs) must be made in writing and information must
normally be provided free of charge in response to a subject access request.
However, a charge may be made if the request is ‘manifestly unfounded or excessive’
and there may be a reasonable charge for further copies requested.

4.4

The obligation to comply with a subject access request takes effect once the Trust
has the information necessary to identify the applicant and locate the information and
the fee where relevant. In exceptional circumstances if it is not possible to comply
within the time limit, the applicant will be informed. The dates that the obligation arises
and is completed are recorded on a central spreadsheet by the Legal Services
Department. Key Performance Indicators for completion of the request are monitored
monthly and form part of the Trust’s Integrated Performance Report.

4.5

Proof of identification is checked by having sight of photographic identification e.g.
passport, driving licence and separate proof of address e.g. utility bill. Consent for
release to a third party is required to be in writing and specific. These are initially
requested and checked by the Legal Services Assistant .

4.6

The Legal Services Department will access the relevant databases and files to collate
the data requested relating to the subject and prepare documents for disclosure. This
is likely to involve the redaction of third party details under the Act as incident logs
record vehicle positions which may be addresses of other individuals. This is done
electronically.

4.7

The Legal Services Department will keep individual electronic files for each subject
access request and all documentation will be scanned and saved. Electronic copies
of prepared disclosure documents should be saved in a disclosure subfolder.

4.8

Prior to disclosure, the disclosure bundle, consent and proof of identification will be
quality checked by the Legal Services Manager or an appropriate deputy.

4.9

The disclosure bundles are posted out by recorded delivery with a closure cover
letter.

4.10

If the requestor is unhappy with the way in which his/her request has been treated
they can contact the Legal Services Department in the first instance, with escalation
to the Legal Services Manager and the Data Protection Officer. Requestors are also
informed of their right to contact the Information Commissioners Office (ICO) if they
have any concerns with the way in which their request has been handled in addition
to providing the details regarding their other rights as a data subject (see section 3.4
of the Data Protection Policy).
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5.0 Requests for Personal Identifiable Information - Specific circumstances
5.1

Access to Records of Children

5.1.1

As a general rule, a person with parental responsibility will have the right to apply for
access to a health record for a child under 13. The Legal Services Assistants will
seek to verify this prior to disclosure.

5.1.2

Patients aged 16 and over are regarded as adults in law for the purposes of consent
to treatment and right to confidentiality and they may, therefore, consent to or refuse
disclosure of their records to a third party, including their parents. Children under 16,
who are deemed to have sufficient understanding to consent to, or to refuse proposed
treatment, or a request for disclosure, are entitled to decide and to have their
confidence respected. Good practice dictates that the child should be encouraged to
involve parents, or other legal guardians, in decisions on treatment or disclosure.

5.2

Access to Records of Adults without Capacity

5.2.1

For patients, who because of their mental or physical condition, are unable to give
consent to disclosure of their health records, the decision on whether or not to
disclose will be made in the patient’s best interests by the patient’s treating doctor
and the Trust’s Executive Medical Director. The views of families and carers will
inform that decision.

5.2.2

A person appointed by the court to manage affairs on behalf of an incapacitated
patient has a right under the DPA to receive information about that patient. This will
be a person who holds a Lasting Power of Attorney for the data subject or a deputy
appointed by the Court of Protection.

5.3

Access to Records of Deceased People

5.3.1

Health records relating to deceased people do not carry a common law duty of
confidentiality. However, it is Department of Health and General Medical Council
policy that records relating to deceased people should be treated with the same level
of confidentiality, as those relating to living people. Access to the health records of a
deceased person is governed by the Access to Health Records Act 1990. Under this
legislation, when a patient has died, their personal representative or executor or
administrator, or anyone having a claim resulting from the death (this could be a
relative or another person), has the right to apply for access to the deceased’s health
records. These facts are verified by the Legal Services Administrators prior to
disclosure.

5.4

Requests for audio recordings
Transcripts of calls, with all third party information redacted, may be disclosed with
the authorisation of the Legal Services Manager and audio recordings of calls may be
disclosed at the discretion of the Legal Services Manager. A declaration limiting use
of the audio recording must be agreed and signed and returned by the requestor prior
to disclosure (See Appendix B)

6.0

Disclosure Requests from the Police

6.1

There is an exemption in the DPA to non-disclosure (i.e. that allows the disclosure) of
person identifiable information for the purposes of crime and taxation (Schedule 2
para 2 and 3 of DPA 2018). In respect of crime, the effect of Schedule 2 is that where
personal data is being processed for the prevention or detection of crime, or for the
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apprehension or
prosecution of offenders, then the requirements for fair and lawful processing can be
dispensed with.
6.2

The exemption does not cover the disclosure of all personal information in all
circumstances. Information may be disclosed to the police only if it cannot be
obtained from another source, if it is the minimum necessary for the stated purposes
and not merely convenient, and if not releasing it would be likely to prejudice (i.e.
significantly harm) any attempt by the police to prevent crime or to catch a suspect.
Under these circumstances, it is not necessary to obtain the consent of the data
subject. The purpose of Schedule 2 is to allow disclosure without informing the data
subject, where giving that notification might prejudice the police investigation for the
prevention of crime or catching a suspect. This is subject to the Department of Health
guidance detailed in 6.6 below.

6.3

Police requests for information must be passed to the Legal Services Department via
the email address: policerequests@yas.nhs.uk.

6.4

The request must either be made in writing, or if made by telephone must be
confirmed in writing, on a Request for Disclosure of Personal Data / Schedule 2
Request form, counter signed by a senior police officer, ideally of Inspector rank or
above.

6.5

If a Request for Disclosure of Personal Data / Schedule 2 Request form is not
forthcoming then the Trust will not at that stage comply with the disclosure request
unless a section of the Data Protection Act is appropriately relied upon. In this
instance the request will also have to be in writing. The exception to this is if the
circumstances are such that information is required immediately and an undertaking
is given to provide retrospective documentation.

6.6

The Legal Services will determine if the Schedule 2 provision is appropriate in line
with Department of Health guidance on severity of offence and threshold for release.
In order to justify disclosure, the circumstances of the matter must be sufficiently
serious that the substantial public interest in disclosure outweighs any duty of
confidence owed to the data subject.

6.7

The Legal Services Assistants will record the request on the centrally held Police
requests spreadsheet and create an electronic file for each request, scanning and
saving all correspondence and disclosures. The Legal Services Department will
access the data requested, prepare documents for disclosure and complete the
request, noting the completion date for key performance indicator analysis. This is
monitored monthly and forms part of the Trust’s Integrated Performance Report.

6.8

A fee will not be charged when providing records to the police for the prevention or
detection of crime, or for the apprehension or prosecution of offenders.

7.0

Out Of Hours Disclosure

7.1

It is not the policy of the Trust to disclose data relating to any patient or member of
staff outside standard working hours (Mon to Fri, 8am to 4pm, except Bank Holidays)
and any requests for disclosure received after 4pm will normally be processed the
next working day.

7.2

Emergency requests, predominantly from the police, may arise out of hours and in
this instance the request is handled by the Emergency Operations Centre in
accordance with the Out of Hours Procedure (Appendix C)
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7.3

Emergency requests that are received in the NHS 111 service out of hours are
handled by the NHS 111 team in accordance with the Out of Hours Procedure
(Appendix D)

8.0

Limitations on Access to Records

8.1

Under the DPA, there are only two reasons why access can be denied or limited to a
patient, or their authorised representative:
a) Where the data controller judges that the information disclosed may cause
serious harm to the physical or mental health or condition of the patient, or
any other person.
b) Where giving access would disclose information relating to or provided by a
third person who had not consented to that disclosure, unless it is reasonable
in all the circumstances to comply with the request without the consent of the
third party individual. The Legal Services Manager will make the decision on
disclosure under this exemption.

8.2

Where consent of a third party is not satisfied, information should still be disclosed
without revealing the identity of the third party, for example, by redaction, such that
the resulting information is genuinely anonymous.

8.3

Healthcare professionals who have compiled or contributed to the health records, or
who have been involved in the care of the patient, are not exempt from disclosure of
third party information about themselves.

8.4

Requests by people with parental responsibility can be denied if the child gave the
information contained in their records with the express wish, or in the expectation that
it would not be disclosed to their parents.

8.5

Under the Access to Health Records Act 1990, if the deceased person had indicated
that they did not wish information to be disclosed, or if the record contains information
that the deceased person expected to remain confidential, then it must remain so.
The same limitations on serious harm to mental or physical health and to the
identification of a third person, which affect disclosure under the DPA, apply equally
to the records of deceased people.

9.0

Disclosure without Consent

9.1

Occasionally it will be necessary to disclose a patient’s records without their consent
and, rarely, in contradiction of the patient’s clear objection to disclosure. There are
three possible justifications for this:
a) If it is believed that a patient may be a victim of neglect or abuse, and that
they lack capacity to consent to disclosure and that disclosure is in the
patient’s best interests.
b) If you believe that it is in the wider public interest, or that it is necessary to
protect the patient, or someone else, from the risk of death or serious harm.
(examples of this might be to inform the DVLA if someone may be unfit to
drive, in addition to disclosure to assist the police in preventing or solving a
serious crime or informing the police if you have good reason to believe
that a patient is a threat to others).
c) Disclosure is required by law (for example, in accordance with a statutory
obligation, or to comply with a court order or a disclosure notice from the
NHS Counter-Fraud Service).
In any of these cases, the Trust should only provide the minimum amount of
information necessary to serve the purpose, and the designated member of staff
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processing the request should carefully document the reasons for making the
disclosure, as approved by the Legal Services Manager or an appropriate senior
manager. Advice should be sought from the Legal Services Team.
10.0

Training Expectations for Staff

10.1

Training is delivered as specified within the Trust Training Needs Analysis (TNA).

11.0

Implementation Plan

11.1

The latest ratified version of this Policy will be posted on the Trust Intranet site for all
members of staff to view. New members of staff will be signposted to how to find and
access this guidance during Trust Induction.

12.0

Monitoring Compliance with this Procedure

12.1

The Trust’s Integrated Performance Report will be monitored by the Trust Board in
respect of key performance indicators relating to compliance with subject access
requests.

12.2

Also via the Integrated Performance Report the Trust Board will monitor to ensure
that no Data Protection Act undertakings, enforcement notices, ‘stop now’ orders,
compulsory assessment notices or monetary penalty notices are served on the
organisation by the Information Commissioners Office.

12.3

Information Governance incidents will be monitored by both the Clinical Governance
Group and the Information Governance Working Group.

13.0
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Appendix A1: Subject Access Request form – Health Records
http://pulse.yas.nhs.uk/StaffHandbook/Legal%20Service%20Documents/SUBJECT%20ACC
ESS%20REQUEST%20FORM%20(PDF).pdf
Appendix A2: Subject Access Request form – Personal data (excluding health records)
http://pulse.yas.nhs.uk/StaffHandbook/Legal%20Service%20Documents/HR%20SUBJECT%
20ACCESS%20REQUEST%20FORM%20(PDF).pdf
Appendix B: Declaration form for Subject Access Requests for audio recordings
http://pulse.yas.nhs.uk/StaffHandbook/Legal%20Service%20Documents/AUDIO%20DECLA
RATION%20FORM%20(PDF).pdf
Appendix C: Emergency Operations Centre emergency police disclosure (Out of
Hours Procedure)
http://pulse.yas.nhs.uk/StaffHandbook/Legal%20Service%20Documents/Emergency%20Ope
rations%20Centre%20-%20Police%20Requests.pdf
http://pulse.yas.nhs.uk/StaffHandbook/Legal%20Service%20Documents/EOC%20Emergenc
y%20Disclosure%20of%20Information%20to%20Police%20%20Out%20of%20Hours%20Checklist.pdf
Appendix D: NHS 111 emergency police disclosure (Out of Hours Procedure)
http://pulse.yas.nhs.uk/StaffHandbook/Legal%20Service%20Documents/8.7%20NHS%2011
1%20Emergency%20Police%20Disclosure%20v2.pdf
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Appendix G
Process Flow Chart – Handling Article 21- Right to Object Notices under the
GDPR and Data Protection Act 2018
Ask data subject to clarify, if their
request has not clearly set out why

the processing has caused
damage or distress

Request from Data Subject to YAS to
object to the processing of their
personal data under Article 21 of the
GDPR and Data Protection Act 2018.
If not in writing, Trust to ask Data Subject
to put their request in writing to the Legal
Services Department, stating their
objections and how they believe the
processing is causing substantial
unwarranted damage or substantial,
unwarranted distress to them or to
another.

Receipt of written
request by Legal
Services Team and
logging of request

All requests except data
flags - Review Team to
convene within 10
working days, to review
request: Legal Services
Manager, relevant
Clinical Manage/Head of
Service and Associate
Medical Director

Respond in writing within 21 working
days to the data subject, stating:
•
that the Trust have complied or
intend to comply with the request or
•
the extent to which the Trust
intends to comply with the request
and explaining the parts of the data
subject notice that the Trust
considers to be unjustified in any
way.

An individual has no right to object to processing if
their personal data is required for:




The performance of a task in the public interest
by an official authority.
Direct marketing (including profiling).
Historical or scientific research.

Request related to Data
Flag on a patient record
- Convene extraordinary
meeting of the Data Flag
Review Group, within
10 working days, to act
as forum to review the
request (must include
safeguarding rep)

Optional - Seek
advice/second
opinion from Trusts
solicitors

How to recognise an Article 21 request:




It is important to remember that an Article
21 request may not be easily recognisable.
It may not mention Article 15 and may form
part of a lengthy piece of correspondence.
It doesn’t have to be and in most case won’t
be, in the form of any formal notice. For
example it could be a complainant asking for
all his case documents to be deleted or
destroyed, albeit the Regulation refers to
processing not deletion.
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Process Flow Chart – Handling Notices under Articles 16 – 18 of the GDPR
and Data Protection Act 2018 (Dealing with Inaccuracy)
Try to persuade data subject not to
apply to a court without first giving
the Trust the opportunity to deal with
the data subject’s concerns in the
first instance
Request from Data Subject to YAS to
rectify, restrict, erase or destroy
inaccurate personal data or
expressions of opinions about them,
under Articles 16 - 18 of the GDPR
and Data Protection Act 2018 / alert
from data subject of their intention to
exercise their right .

A data subject may request the data controller
to rectify, restrict, erase or destroy such data
relating to that data subject as are inaccurate
together with any other personal data relating to
Optional - Seek advice/second opinion from Trusts solicitors
the data subject which contain an expression of
opinion which is based on the inaccurate data.
 Data are inaccurate if they are incorrect or
misleading as to any matter of fact.
 If the data are incorrect but accurately record
the information given to the data controller by
the data subject or a third party, the data
controller should consider:
• whether the data controller took reasonable
steps to ensure that the data were correct,
having regard to the purpose or purposes
the data were obtained and further
processed; and if the data subject has
already notified the data controller of his
view that the data are inaccurate, and
whether the data indicate that fact.
• If the data controller considers that these
requirements have been complied with
then it may, as an alternative, that the data
be supplemented by an additional
statement.
• If any or all of the above requirements have
not been complied with, then the data
controller should take the appropriate
actions.
 The data subject has right to receive
compensation from a controller or
processor if they have suffered material or
non-material damage as a result of an
infringement of the GDPR. Such a claim
can be made in the County Court or High
Court.


Receipt of request by
Legal Services Team
and logging of request
All

All requests except data
flags - Review Team to
convene within 10 working
days, to review request:
Legal Services Manager,
relevant Clinical
Manage/Head of Service
and Associate Medical
Director

Request related to Data
Flag on a patient record
Convene
extraordinary meeting of the
Data Flag Review Group,
within 10 working days, to
act as forum to review the
request (must include
safeguarding rep)

Optional - Seek
advice/second opinion from
Trusts solicitors

Where unsure that the data
are inaccurate, consider
option of adding a
supplementary statement
to the data saying that in
the view of the data subject
the data should be rectified

If satisfied data is
inaccurate, rectify data as
soon as possible and notify
anyone to whom Trust had
disclosed the data

Provide written response to the data subject,
stating:
that the Trust have complied or intend to
comply with the request or
that a supplementary note will be added to
the data saying that in the view of the data
subject the data should be rectified,
restricted, erased or destroyed as the data
subject believes it to be inaccurate.
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